NHOPOPMALNOHHASA MAMSATKA J1JIA OBYYAIOIIINXCA

C Ka)XABbIM TOZOM MOJIOJIEKHU B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, A IKOJIbHUKU
OJIHU M3 CaMbIX aKTUBHBIX MOJb30Bareneil Pynera. Mexay TeM, TOMUMO
OTPOMHOI0 KOJIMYECTBA BO3ZMOXKHOCTEMN, HHTEPHET HECET U MPOOJIEMBI. JTa
namsTKa J0JHKHA TOMOYb TeOe 0€3011aCHO HaXOUThCS B CETH.

KomnbrorepHbie BUPYChI

KoMIbroTepHbIil BUPYC - 3TO Pa3HOBHIHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS] CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3ToMy, BUPYChl MOTYT OBPEIUTH WU MOJHOCTHIO YHUUTOXKHUTh
BCe (Dailyibl ¥ TaHHBIE, TOJKOHTPOJBHBIE MOJIB30BATEII0, OT UMEHU KOTOPOTO ObLIa
3aIylieHa 3apaXeHHasl IporpaMma, a TakKe MOBPEAUTh WIH JaXe YHUUTOXKHUTh
OINEpallMOHHYIO CUCTEMY CO BceMH (paitsiamMu B 1iesioM. B 00IbIIMHCTBE CiydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MeTonb! 3aUThI OT BPEIOHOCHBIX IIPOIPAMM:

1. Ucnionb3yil COBpeMEHHbBIE ONEPALIMOHHBIE CUCTEMbI, UMEIOIINE CEPHE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM;

2. IlocTostHHO ycTaHaBIMBal MayTH (LM(PPOBHIE 3aMIIATKH, KOTOPbHIE
aBTOMATUYECKH YCTAHABJIMBAIOTCS C LIEJBIO JOPAOOTKU MIPOrpaMMbl) U ApyTUE
OOHOBJICHUS CBOEH ONEpaluOHHON crcTeMbl. CKaunBail UX TOJBKO C
oduimansHoro caiira pazpadorunka OC. Ecnu cyiiecTByeT pexxum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKJIIOUH €T0;

3. PaboTail Ha cBOEM KOMIIBIOTEPE TOJ TpaBaMu IMOJIb30BATENS, a HE
aJIMUHUCTPATOpa. DTO HE O3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTPaMM
WHCTAJUINPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Vicnonb3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKThI U3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpanuupb pU3NUECKHUM JOCTYI K KOMIBIOTEPY 7151 TOCTOPOHHUX JIMIL;

6. Ucnonb3yil BHENTHUE HOCUTENX UH(OPMAIUK, TaKue KakK ¢iellika, TUCK HIn

daiin u3 uHTEpHETA, TOJIHKO M3 TPOBEPEHHBIX HCTOYHUKOB;



7. He oTKpBIBail KOMIIbIOTEpHBIE (haliyIbl, MOTYUCHHBIEC U3 HEHAIEKHBIX
UCTOYHUKOB. J{axe Te ¢aiibl, KOTOpbIe MPUCTal TBOW 3HAKOMBIH. Jlydle yrounu
y HEro, OTIIPABJISLI JI OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BUJI Iiepeiaun JAaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIb OPCH]I,
mapka. Emie B 1991 rony Hunepnanckas KoMIaHus 3apeructTpupoBaia OpeHa
"WECA", uro o603Hauasno cioBocouetanue "Wireless Fidelity", koTopsrii
MepeBOUTCS Kak "0ecrnpoBoHAs TOYHOCTh".

Jlo Haiero BpeMeHH Jo1iia apyras ab0peBuaTypa, KoTopas SBIISIETCS TAKOU ke
TexHojoruen. 9to abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO TaHO C HAMEKOM
Ha CTaHAapT BbIcIIeH 3BykoBoM TexHuku Hi-Fi, yTo B nmepeBoje o3Havaer
"BBICOKAsi TOYHOCTB'".

Ja, GecruiaTHbI HHTEPHET-A0CTYII B Kade, OTENAX U a9ponopTax sBIsSETCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0J1a B MHTEpHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT,
yTo olmenoctynusie Wi-Fi ceTu He aBist0TCS O€30MaCHBIMU.

CoBeTbl 10 0€30MaCHOCTH pabOThI B 00IIEOCTYMHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro JinuHyto uHdopMaiuio yepes oodmenocrynusie Wi-Fi cetu.
Paborasi B HuX, ’KelaTelbHO HE BBOJUTH MapOJIK JOCTYIIA, JJOTMHBI U KaKUe-TO
HOMEDA;

2. Ucnonb3yit 1 OOHOBJISI aHTUBUPYCHBIE TPOrpaMMBbl U OpanaMayep. TeM caMbIM
ThI 00€30MaculIb ce0sl OT 3aKauKH BUpyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonw3oBanuu Wi-Fi otkimoun pynkuuto "O0muii goctyn K daiiam u
npuHTepam". JlaHHast PyHKIUS 3aKpbITA [0 YMOIYAHHIO, OJJHAKO HEKOTOPbIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA MCIIOJIb30BaHUs B paboTe min yuede;
4. He ucnonw3yit nyonuunsiii WI-FI 1715 nepenaun TMUHBIX JaHHBIX, HATPUMED
JUISl BBIXO/1A B COLMAJIBHBIE CETH UJIU B AJIEKTPOHHYIO MTOUTY;

5. Ucnonb3yii Tonbko 3amuieHnoe coequnenne uepes HTTPS, a ue HTTP, T.e.

npu Habope BeO-aapeca BBOAU UMEHHO "https://";



6. B moOumsHOM Tenedone otkimoun Gynknuio "Tlogkmoyenne k Wi-Fi
apToMarnuecku". He qomyckail aBTOMaTHYECKOrO MOJIKIIOYEHUS YCTPOICTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

CouuajibHble ceTH

ConuanbHble CETH aKTUBHO BXOJST B HAILY U3Hb, MHOTHE JIIOJIU paO0TAIOT U
YKUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Muiinap/ 4eioBexk,
YTO SIBJISIETCS] OTHOM CEbMOM BCEX JKUTENEH IIIaHEeThl. MHOTHE MTOIB30BATENIN HE
MOHUMAIOT, YTO UH(MOPMAIUS, pa3MEIICHHAs UMU B COLIMAJIBHBIX CETSIX, MOXKET
OBITH HaliZicHa U UCIIOJIb30BaHa KEM YTrOJHO, B TOM YHKCIIE HE 00513aTENIBHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMAIBHBIX CETSIX:

1. Orpanuub cucoK apy3eil. Y Te0s B py3bsiX HE JOJKHO OBITh CIIyYailHbIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinaii CBOO YacTHYIO *U3Hb. He yka3biBail maponu, TenedoHsl, aapeca,
JIaTy TBOETO POXKACHUS U APYTYIO JUYHYIO0 HHPOpMAIUIO. 3710YMBIIIIICHHUKU
MOTYT MCIOJIb30BaTh AK€ MH()OPMAIUIO O TOM, KaK Thl U TBOU POJIUTEIH
MJIAHUPYETE MTPOBECTU KAaHUKYJIBI;

3. 3amuiai CBOKO PEIyTaIHIoO - AEPKH €€ B YHCTOTE M 3aj71aBail ceOe BOIPoC:
X0TeJ OBl ThI, YTOOBI IPyTHE MOJIH30BATEIH BUACIH, YTO ThI 3arpy’Kaeiib?
[Togymaii, mpesxie 4eM 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHILIG C JIFOJIBMU, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE
peagbHOe UMS U IPYTYIO JINUHYIO0 UH(OPMALIUK: UMSI, MECTO KUTEIHCTBA, MECTO
y4eObl U poyee;

5. N3beraii pazmenienus hortorpaduii B UnTepHETE, T1I€ ThI N300paKeH Ha
MECTHOCTH, 110 KOTOPO MOKHO ONPEACIUTh TBOE MECTOIOJIOKECHHUE;

6. [Ipu peructparyi B COIMAIBHON CETH HEOOXOIUMO MCTIOIB30BATh CIOXKHBIC
MapoJIu, COCTOSIINE 13 OYKB U UG U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. dnst conuanbHOM CeTH, TOYTHI U IPYTUX CAUTOB HEOOXOAMMO MCIO0JIb30BATh
pasnblie mapoiu. Torna ecau Te0st B37IOMAIOT, TO 37IOYMBIIIUICHHUKH TIOJTydaT

AOCTYII TOJIBKO K OAHOMY MECTY, 4 HC BO BCC Cpa3sy.



DJIEKTPOHHBbIE JeHbIH

DNEeKTPOHHBIE JIEHBIY - 3TO OYEHb YAOOHBIN CIIOCO0 TIaTeXel, OJTHAKO
CYIIECTBYIOT MOIIICHHUKU, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DNeKTpOHHBIE JEHBI'H MOSBUINCH COBCEM HEJJABHO U UMEHHO HM3-3a 3TOr0 BO
MHOTHX TOCyAapCcTBax J0 CUX MOp HE MPOIUCAHO PO HUX B 3aKOHAX.

B Poccun e onr PyHKIIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, € UX
pa3zeNnsoT Ha HECKOJIbKO BUIOB - AHOHUMHBIE M HE AHOHUMHBIE. Pa3HHIIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcsi IpOBOJUTH onepanuu 6e3
UIEHTU(PUKALIMY T10JIb30BATENS, @ B HEAHOHUMHBIX UACHTU(PUKALIMS OJIb30BATENS
ABJIAETCS 00S3aTEIBLHOM.

Taxoke ciaemyeT pa3inuyarh 3JIEKTPOHHbIE (DUATHBIE ICHBIU (PABHBI
roCyJIapCTBEHHBIM BaJlI0TaM) U JIEKTPOHHBIC HE()UATHBIC ICHBIU (HE PABHBI
rOCyJapCTBEHHBIM BAIIIOTaM).

OcCHOBHBIE COBETHI IO 0€301MacHOM PabOTe C INEKTPOHHBIMU JICHbAMU:

1. IlpuBsiku K cueTy MOOMIIBHBIN TenedoH. DTO caMblil yI0OHBINA U OBICTPBIA
croco0 BOCCTaHOBUTH JAOCTYT K cueTy. [IpuBsizanHbIi TeneoH NOMOXKET, ecliu
3a0y/ielllb CBOM IJIATEXKHBIMA MAPOJIb WK 3aielIb Ha CAUT C HE3HAKOMOTO
ycTpoiicTBa; 2. Mcnons3yi ogqHopa3oBbie napou. [locie nepexona Ha yCUIICHHYIO
aBTOpU3aLIMIO TeOE yKe He OYJeT yrpokaTh ONMACHOCTh KPa)Ku WIIM TiepexBaTa
IJIaTEKHOTO MapOJIs;

3. BoiGepu cnoxxubiit mapods. [Ipectynmuukam OyAeT He MPOCTO yrajaaTh CIOKHBIN
napodib. Hagexxuble maposu - 3To napoiu, KOTOpbIe COAEpkKaT HE MEHEe 8 3HAKOB
Y BKJIIOYAIOT B C€0sI CTPOYHbIE U MIPOIMUCHBIE OYKBBI, HU(PBI U HECKOJIBKO
CHUMBOJIOB, TaKHM€ KaK 3HaK JoJi1apa, (GyHTa, BOCKIUIATEIHHBIA 3HAK U T.II.
Hanpumep, $tROng!;;

4. He BBO/IM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICIIb.
DJIeKTPOHHAs MOYTA

DNIEeKTPOHHAs TIOUTA - 3TO TEXHOJIOTHUS U MIPEIOCTABIISIEMBIE €10 YCIIYTH 110
NEPECHUIKE U MOJIYUYEHHUIO AIEKTPOHHBIX COOOICHHI, KOTOPBIE PACTIPEACIISIOTCS B

KOMHBIOTCpHOﬁ cetd. OOBIYHO BJICKTPOHHBII\/’I MOYTOBBIN SIITUK BBITJIA AT



CIIEyIOIKM 00pa3oM: UMsI_TOJIb30BaTEsI(@UMs_1oMeHa. Takke KpoMme mepenadu
IPOCTOT0 TEKCTA, UMEETCSA BO3MOKHOCTD IIEpEIaBaTh (pailiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOMN padOTe C AIEKTPOHHOU MOYTOM:

1. Hago BeIOpaTh npaBUIIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBII
BBIOOp O€CIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIE JOBEPSITh TEM, KOTO
3HaCIIb U KTO MEPBBIM B PEUTHHTE;

2. He yka3piBail B TUUHOM TouTe TUUHYI0 HHGopMatuio. Hanpumep, myurie
BBIOpaTh "My3bIKabHBIN (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Mcnonp3yil ABYXATAHYK aBTOPU3ALUIO. ITO KOT1a IOMUMO MApOJId HYKHO
BBOJUTH KOJ, MPUChUIAEMbI 0 SMS;

4. BeiOepu cOXKHBIN Maposib. st Kaxka0ro MOYTOBOIO SIIMKA JI0KEH ObITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1APOJIb;

5. Eciu ecTh BO3MOKHOCTD HAIIMCATh CAMOMY CBOM JIMYHBIN BOIPOC, UCIIOIB3YH
9Ty BO3MOXKHOCTb;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIIUMKOB. [IepBBIi 111 4aCTHOW MEPENIUCKHU C
azpecaTaMu, KOTOPBIM Thl JOBEPSEIb. DTO SJIEKTPOHHBIN aJIpec HE HAJIO0
MCITOJIb30BaTh IPH PErUCTpallii Ha (hOopyMax U cailTax;

7. He oTkpbIBaii (aitsibl U Apyrue BIOKEHUS B TUChMAX, JIa)Ke €CJIM OHU TIPUIILITN
OT TBOUWX Jipy3ei. Jlydine yTouHu y HUX, OTIPABIISUIN JI OHU TeOe 31U (aitisr; 8.
[Tocne okoHyaHust paOOTHI HAa TOYTOBOM CEPBUCE NEPE]] 3aKPHITUEM BKJIAJIKH C
caiToM He 3a0yap HaKaTh Ha "BeriTu".

Kn0epOyniimHr Wiin BUPTYyaibHOE U3/1€BaTE/IbCTBO

KubepOyuiHr - nipeciejoBaHue COOOIICHUSIMHU, COJIEPKAIIUMU OCKOPOJICHUS,
arpeccuro, 3alyruBaHNe; XyJIUTAaHCTBO; COIIMAIbHOE OOUKOTUPOBAHUE C TIOMOIIIHIO
Pa3IMYHBIX HUHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOSPOYIUTMHTOM:

1. He 6pocatiics B 60i1. JIydmuii crmoco0: mOCOBETOBATHCS Kak ceOst BECTH H, €CITU
HET TOTO0, K KOMY MOKHO 00paTUThCS, TO BHaUalle YCIIOKOUTHCS. ECiiM Thl HaUHEIIb
OTBEYaTh OCKOPOJECHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €I11e OOJIBIIIE Pa30KIKEITh

KOH(JIUKT;



2. Yopasinsaii cBoeil kubeppemyTaimei;

3. AHOHUMHOCTH B ceTH MHUMas1. CyIIEeCTBYIOT CIOCOOBI BBIICHHTH, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

4. He cTouT BecTH XyJIUraHCKUI 00pa3 BUPTyalbHOU Ku3HU. IHTEpHET
(buKCUpyeT BCE TBOM JICUCTBUS U COXPAHSIET UX. Y NAJIUTh UX OyAeT KpailHe
3aTPYAHUTEIIBHO;

5. Cob6mronait CBOIO BUPTYAJbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHnyHbIi HeraTuB. OHOPa30BbIe OCKOPOUTEIHHBIE COOOIICHUS
Jqy4uie UrHopupoBatb. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4ajabHOM CTaluu;
7. ban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B
COILIMAJIBHBIX CETSIX €CTh BO3MOXXHOCTH OJIOKUPOBKU OTIPABKU COOOIICHUH C
ONPENIEIICHHBIX aJPECOB;

8. Eciu ThI cBUIETENh KNOCPOYITMHTa. TBOU AEHCTBUSA: BHICTYUThH POTUB
npeciaeaoBaTeNs, OKa3aTh EMY, UTO €r0 JICHCTBHS OLICHUBAIOTCS HETATUBHO,
MOAICPKATh JKEPTBY, KOTOPOH HY>KHA TICUXOJIOTHYECKAS] TTIOMOIIlb, COOOIIUTh
B3pOCIBIM O (haKTe€ arpeCCUBHOTO MOBEJICHHS B CETH.

MooOuiabHbId TesedoH

CoBpeMeHHbIe cMapT(OHBI U TUIAHIIETHI COEPKAT B ce0e BITOJIHE B3POCIBIi
GbyHKIMOHAJ, U TeTIEph OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU
KoMIibtoTepamMu. OJIHAKO, CPEACTB 3ALIUTHI JUIsl TOJOOHBIX YCTPOUCTB MOKA OYEHb
Masio. TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX MPOUCXOJIUT HE TAK
WHTEHCUBHO, Kak 1is [1K, To ke camoe kacaeTcsi U MOOUIIbHBIX MPUITOKEHUH.
CoBpeMeHHbIe MOOUJIbHBIE Opay3ephl yKe MPAaKTUYECKH JIOTHAJIM HACTOJIbHbBIE
aHAJIOTH, OJTHAKO pacmupeHue GyHKIIMOHaIa BI€UET 32 CO00M OOJBITYIO
CJIOHOCTbh U MEHBIIIYIO 3aIUILIEHHOCTb.

Jlanexo He BCE MPOU3BOIUTEH BHITYCKAIOT OOHOBIIEHUS, 3aKPHIBAIOIIIHE
KPUTHYECKHUE YSA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€301TaCHOCTH MOOUJILHOTO TelieoHa:



Huuero He siBnsieTcst mo-HacTosALeMy OecriaTHBIM. Byib ocTOposkeH, Beib Koria
TeOe MpeanaraloT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO
IUIAaTHBIE YCIIYTH;

Hymait, mpexzae yem otrnpaButb SMS, hoTo mnu Buneo. Thl TOUHO 3HACIID, T]IE
OHU OYJyT B KOHEYHOM UTOre?

Heo0xoaumo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(hOHa;
Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI 111 MOOUIIbHBIX TeNe(OHOB;

He 3arpy»aii IpuI0KEHUA OT HEU3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHE;

[Tocne Toro kKak Thl BEIMACIIB C CaidTa, I/I€ BBOJWI JINYHYIO MH(OPMAIIUIO, 32l B
HACTpOWKH Opay3epa u yaanu cookies;

[lepuonnuecku npoBepsiii, KaKUe IJIATHBIE YCIYTH aKTUBHUPOBAaHbBI HA TBOEM
HOMEpE;

JlaBaii cBOii HOMEp MOOMIIBHOTO Tesie(hoHa TOIBKO JIFOM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSEIb;

Bluetooth momken ObITH BBIKIIFOUEH, KOT/Ia Thl UM HE TIoJib3yeibesa. He 3a0biBaii
MHOTIa IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHNUS,
OOBEAUHSIONINE COTHU THICAY YEJIOBEK 10 BceMy Mupy. Urpoku uccineayrot
JaHHBIA UM MHp, OOIIAIOTCS APYT C APYTOM, BBIIOJIHSIOT 3a/1aHUs, CPAXKAOTCS C
MOHCTpPAMH U MOJTYYarOT ONbIT. 32 YAOBOJIBCTBUE OHU IUIATST: MOKYIMAIOT IUCK,
OIIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKHUe-TO OIIHUU.

Bce 3Tu cpenctBa uayT Ha MoJIEpKaAHUE U PA3BUTHE UTPHI, a TAKKE HA caMy



0€30MacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPU3ALI1MH, BBIITYCKAKOTCS HOBBIE
naTuu (IUQPOBbIE 3aIIaTKU AJI TPOrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nogo0HBIX Urpax CTOUT OMacaThCsA HE CTOJILKO CBOUX COMEPHUKOB, CKOJIBKO
Kpa)kdl TBOETO MapoJis, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALUU OOJIBIIMHCTBA
Urp.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecniu npyroi#t urpok BeaeT cedsl MI0X0 WU CO37aeT Te0e HeNPUITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxainy¥ica aiMUHUCTPATOPAM UTPHI HA TJI0X0E MOBEICHUE 3TOI0 UIPOKA,
KeNaTeJIbHO PUIOKHUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaiil muuHyto uHbopMaiuio B mpodaiisie urpsr;

4. YBaxkail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBailt HeopuIMaibHbIe aTYH U MO/IbI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE IAPOJIH;

7. [Jaxxe BO BpeMs UTpbl HE CTOUT OTKJII0YaTh aHTUBUpPYC. [10Kka ThI urpaems, TBOM
KOMITBIOTEP MOT'YT 3apa3uTh.

@UIIMHT UM KPAa’Ka JUYHBIX JAHHbBIX

OObIYHOM Kpakel AeHEeT U IOKYMEHTOB CErOHs YK€ HUKOIO He YJUBUIIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJOTHUN 3JI0yMBILUICHHUKN TEPEMECTHIIMCH B UHTEPHET,
Y TIPOJIOJIKAIOT 3aHUMAThCS "'MIOOUMBIM" 1€TTOM.

Tax nosiBuI1ach HOBast yrpo3a: HHTEpHET-MOUICHHUYECTBA WK (DUIIMHT, TJIaBHas
1[€J1b KOTOPOTO COCTOUT B MOJIYYeHUH KOHPUIECHIMATBHBIX JAHHBIX
M0JIb30BaTENEH - JOruHOB U naposeil. Ha anrnuiickom si3bike phishing unraercs
kak ¢umuHr (0T fishing - peiOHas moBs, password - maposb).

OcHOBHBIE COBETHI IO 0OpHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu ThI os103peBaeliib, 4YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ M COOOIUTh aIMUHUACTpATOPaM
pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnionw3yit 6e30macHbie B€O-CaliThl, B TOM YUCJI€, UHTEPHET-Mara3uHoB U

ITIOMCKOBBIX CUCTCM,



3. Ucnionp3yii crioskHbIC U pa3Hble maposn. Takum o0pa3om, eciid Te0s B3JIIOMAIOT,
TO 3JIOYMBIIIJICHHUKHY TOTy4YaT TOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH,
a He KO BCEM;

4. Ecnu Te6s1 B3OMaiH, TO HEOOXOAUMO MPEAYIPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE J00aBJIEHBI Y TEOSI B IPY3bsIX, O TOM, YTO T€OS B3JIOMAJIN U, BO3MOKHO,
OT TBOETO UMEHHU OYJET pacChlIaThCsl ClIaM U CChUIKM Ha (PUILMHIOBBIE CANUTHI,

5. YcranoBu HaaexHbIi napois (PIN) Ha MOOHITBHBIN Teae]oH;

6. OTKIII0YM cOXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpsiBail (haiiibl U Apyrue BIOKEHUS B MHUChMaXx, JaKe €CJIM OHU MPUILLITU
OT TBOUX Jipy3ei. Jlydllle yToOuHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (hailsibl.
u¢posasi penyrauus

[udposas penyranus - 3T0 HEraTUBHASI WJIM TO3UTHUBHASI HHPOPMALIHS B CETH O
tebe. Kommpomerupyromias nHpopmalus, pa3MeuieHHasi B UHTEPHETE, MOYKET
CepbEe3HBIM 00Pa30M OTPA3UTHCA HA TBOEH peasibHOM u3HU. "Ludposas
penytanus" - 3TO TBOM UMUK, KOTOPbIM (hopMUpyeTcs U3 nHpopMmanuu o Tede B
WUHTEPHETE.

TBOE MECTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH
XapakTepa M paccKkasbl O OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noApoCTKH JIETKOMBICJIEHHO OTHOCSITCS K IMyOJIMKAIUY JTMYHOM
uHpopmanuu B UHTEpHETE, HE MOHUMAsi BOBMOYKHBIX MOCHENCTBUMA. Thl naxe He
CMOKeIIb IorafaThCs 0 TOM, 4TO GoTorpadusi, pa3MelieHHas S5 et Ha3aj, crajia
NPUYUHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTapuu, pazmenienue TBoux ororpaduii u Apyrue 1eUcTBUSI MOTYT HE
MCYE3HYTh JIaK€ MOCIIE TOTO, KaK Thl X YAAIHIIb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty MH(OpMaIHIO, IToNaia JIM OHa B IOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIM OHA, a
IJIABHOE: UTO MOAYMAIOT O TeOe OKpYXKAIOUIUe JIF0U, KOTOPbIe HAWIYT U YBUAST
sTo. Halitu na(opmaIuio MHOTO JIET CIIYCTS CMOXKET JIF0O0H - Kak U3 JOOPBIX
noOyXI€HU, TaK U C HAMEPEHUEM MIPUUUHUTH BpPed. DTO MOXKET OBITh KTO
YTOIHO.

OCHOBHBIE COBETHI 10 3allIUTE HU(PPOBOH pernmyTanuu:



1. [Togymaii, mpeskie 4eM 4TO-TO IMyOJIMKOBATH U TIEpeIaBaTh y ce0s B 0JIOTe WK B
COIIMAJIbHOM CETH;

2. B nactpoiikax nmpoduiis yCTaHOBU OTpaHUYEHUS HA IPOCMOTP TBOETO Ipoduis
U €ro COJIEPKUMOTO0, CAeIall ero ToIbKo "miis npy3en";

3. He pa3mMemait u He yka3biBail HH(MOPMAIUIO, KOTOPAst MOXKET KOTO-TH00
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE MKOJbHUKH - aKTUBHBIE MOJIb30BATENN IU(POBOTO MPOCTPAHCTBRA.
OpaHako 1aneKko He BCE 3HAIOT, YTO MOJb30BAHUE MHOTUMHU BO3MOYKHOCTSIMU
nu(ppoBOro Mupa TpedyeT coOJIIOICHHS MPAB Ha NHTEJUIEKTYAJIbHYIO
COOCTBEHHOCTb.

TepmuH "HHTEIIEKTyalIbHAsE COOCTBEHHOCTh'" OTHOCHUTCS K Pa3JIMYHBIM TBOPEHHIM
4eJI0BEYECKOr0 yMa, HAUMHAsl C HOBBIX M300pETEHUI U 3HAKOB, 0003HAYAOIINX
COOCTBEHHOCTb Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBasi KHUTaMHu, poTorpadusmy,
KMHO(DHIBMAMH M MY3bIKQJIbHBIMU MTPOU3BEACHUSMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEUIEKTyaJIbHYI0 COOCTBEHHOCTDb Ha
MPOU3BEIECHUS HAYKH, JINTEPATYPhbl U HCKyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KayecTBE TapaHTHUU TOTO, YTO MHTEIIEKTYaJIbHbIA/TBOPUECKUN TPy aBTOpa HE
OyZAeT HalpacHbIM, JaCT €My CIpaBeJIMBbIE BO3MOKHOCTH 3apadoTaTh Ha
pe3ysbTaTax CBOEro TPyJa, NOJYyUYUTh U3BECTHOCTH U npu3Hanue. Hukrto 0e3
pa3penieHus aBTopa He MOXKET BOCIIPOM3BOJUTE €r0 IIPOU3BEIACHUE,
pacnpocTpaHsTh, MyOJIMYHO JEMOHCTPUPOBATh, MPOAABATh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOIMYHO UCHIOJIHATD, MOKA3bIBATH/UCIIOIHATH B 3QUpe WK
pasmewars B IHTEpHETE.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOTO 00eCrieyeHus: MOKET MPUBECTH K
MHOTUM PUCKaM: OT MOTEPH JaHHBIX K TBOUM aKKayHTaM /10 OJJOKUPOBKH TBOETO
YCTPOMCTBA, I'/I€ YCTAaHOBJIEHA HEJlEralIbHasl mporpaMMa. He cTout taxxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHbIE U OECIIaTHBIE IPOrPAMMBbI, KOTOPHIE
MOYKHO HAUTHU B CETH.

O nopraJe



CeTEBM‘-IOK.p(I) - TBOM INaBHbI COBETUYMK B CETH. 34ecCb Tbl MOXKellb Y3HATb O
6e30nacHOCTM B CETU MOHATHbIM U AOCTYMHbIM A3bIKOM, @ MNP BO3HUKHOBEHUU
KpMTM‘-IECKOVI CUTYaunmn O6paTMTbCﬂ 3a coBeTOM. A TaKxKe NMPUHATbL y4aCTne B

KOHKYpPCax M CTaTb CambiM UMPPOBbIM rpaxaaHUHOM!



